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Agenda

ÅIntroduction to Virtualization

ÅVirtualization Specific Security Issues and 
Advantages

ÅCommon Virtualization Security and Compliance 
Concerns 

ÅSecurity Best Practices
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Gartner Security Viewpoint
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Neil MacDonald ïñHow To Securely Implement Virtualizationò

ñLike their physical counterparts, most security vulnerabilities will be 
introduced through misconfiguration and mismanagementò

Compromise of the virtualization foundation is a worst-case scenarioò

Key Takeaways

ÅYou can have a secure VMware Infrastructure

ÅDonôt let talk of ñvulnerabilitiesò scare you ïfocus on effective 
virtualization security practices
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Virtualization Overview
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Standard x86 System
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Virtualization Overview
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Hosted Virtualization
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Virtualization Overview
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Bare Metal Virtualization
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Virtualization Overview
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Virtual Infrastructure
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Security Concepts in Architecture

ÅExtended Computing Stack (Hypervisor)

ÅHosted vs. Bare Metal

ÅGuest isolation

ÅHost Visibility from the Guest

ÅGreater co-location of data and assets on one box

ÅManagement Interfaces

ÅService Console

ÅVirtualCenter
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Management Interfaces: Service Console
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Interface for advanced ESX Server Management
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Management Interfaces: VirtualCenter
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Central Management of Entire Virtual Infrastructure
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Operational Security Issues

ÅAdapt existing security processes

ÅAdapt existing security solutions

ÅThe datacenter becomes much more dynamic 
and flexible

ÅMisconfiguration is #1 Issue 
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Security Advantages of Virtualization

ÅBetter Forensics Capabilities

ÅFaster Recovery After an Attack

ÅPatching is Safer and More Effective

ÅBetter Control Over Desktop Resources

ÅMore Cost Effective Security Devices



Common Virtualization Security and 
Compliance Concerns



14

Are there any Hypervisor Attack Vectors?

There are currently no known hypervisor attack 
vectors to date that have lead to ñVM Escapeò

Å Potential Points of Vulnerability

Å Architectural Vulnerability

Å Software Vulnerability 

Å Configuration Risk
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Concern: Virtualizing the DMZ

Also Applies to PCI Requirements 1.1.x, 
6.3.2, and 6.3.3 

Three Primary Configurations:

ÅPhysical Separation of Trust Zones

ÅVirtual Separation of Trust Zone with 
Physical Security Devices

ÅFully collapsing all servers and security 
devices into a VI3 infrastructure
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Physical Separation of Trust Zones
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Virtual Separation of Trust Zone with Physical 
Security Devices
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