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Agenda

ÅIntroduction to Virtualization

ÅVirtualization Specific Security Issues and 
Advantages

ÅCommon Virtualization Security and Compliance 
Concerns 

ÅSecurity Best Practices
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Gartner Security Viewpoint
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Neil MacDonald ïñHow To Securely Implement Virtualizationò

ñLike their physical counterparts, most security vulnerabilities will be 
introduced through misconfiguration and mismanagementò

Compromise of the virtualization foundation is a worst-case scenarioò

Key Takeaways

ÅYou can have a secure VMware Infrastructure

ÅDonôt let talk of ñvulnerabilitiesò scare you ïfocus on effective 
virtualization security practices
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Virtualization Overview
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Standard x86 System
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Virtualization Overview
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Hosted Virtualization
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Virtualization Overview
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Bare Metal Virtualization


